
It.;'.£ !) 
HAMARA 
INTERNET 
www.hamarainternet.org 

••• 

G· 
DigitalRightsFoundation 

"�NOW vn�IR RICI-C.)" 

MAKING ALL 

VOICES COUNT 

A GRAND CHALLENGE 

FOR DEVELOPMENT 



... 
• 

DigitalRightsFoundation 
#KNOW YOUR RIGHTS" 



/ �l.:alJ...aLpa� .. ,� ... 1.t� 
�JJ Creative Commons Attribution-ShareAlike (CC BY-SA) -{ �(: 

� __,i;i,,JdL' . ..  



 



r' 

'1 

q 

II 

It*'

IA

r, 

r"" 

r'I

-.;, .. , • 1 .. , ,,.,,.

�A.;; _I

• iA�i 
.I J .J:"'i .. • J 

_r 

v.:h;f fuE'°J;I _,.. 

��l�(�j�I -"' 

v.:h;,;1.1,v� _c) 

th;f J1(1dv�1 -'1

J.1�)51/. _t. 

i 
� 

4 
o�,,J.1 .. �4!vr _A

..:.,LIPJ;�,,�!Jr/.1.,, _q 

�-s" i •i•, , la"
...::.,.;/ '.I _I•



� 1st t � ,
e

, . .r�,:.;al IJL.a.&I 
J.; .. h�J"',.1�J,(Hamara lnternet)�f'U1

J.}WJJ1J""7...J�LJ1}�(if-f-(V1.1....f'J' 
-'f--t-"' UiJ/.�..:..,h1,.1JJ..&Ju�/G,1..:..,�? � 

�;1;?:,, dvi?"f- �)�/'..{ jo:;1--(i� r �Jr t,
L,..PU:l;J�J..a?vLuJ1JIJ1}u:J.�l,jlJ?L 
�J.1,1,cf!'.uP(x;J'��J,uP(0'(1-,f 

'rtT£�vlu?!JJ.,gJ'J,;�r(v1..a?vLdLv/lP7 
LY< a7. U:dl;.r'k.1,1£�u)u;1,ui,,..fJudiJ'd1,.f 

r�Ji�/..:..,�v1JJ,t1_£�Vr/;�1?-u:�J�J 
tfJ�1{J�J'u/.1/./ Uf,,'":"""df->.0:1...f'�fl,f 

-�l.>' -: 



Making All Voices Count v l 

J



tf':A7l,)fti,•i::J1fff'�f<"1'"'.::'z,1"/.:Y-rrff�)-'1���{-;,­
ft'�rz,.7•171n ,:,tr�z,.7 �,j11f'l;(l1.Ji r1�{]�r{:J1�f -;;,-J7,f'l;f'l,:{.;..:;. 

� ?f �r{1.rft1?1Jr4�)ir�:trt:1,r:i7J1ft),Y ,-vz--r�''\frr
,�·�"? � f ��··.:.y, r f' � ),-1:ir f' .e''"'.::' 1r:i nf v,� ,,� 4� -;;,-.(:Y-;,'l", ,;; :/1 tr 

�r{1_rf'4i'"''"'.::'j'7•1r�;,:,71f'l)irr71r�f'{:1.Ji rS,t2..-r•rf1r-J1J'li-:")

�1r/f•:t•i"lj'-;;,-

1.Ji r5'tf':A i"tr1J;,'1(.if' fr ��,r:i f'{1 _rf' V. J 1•rif1.f.''"'.::'45'Z'"r ?1f'l'71f'l{l'2 f' 
•1f('i'"'.::'1f'l"'l-Z }nir ,�,.r:-,51.otifr:i�r.,!7•17,,,r.r,;:rr-1r4�,! ,�-7;­
f""'1(1(i1(.i{1_rJ�;f ji14-;;,-;;47.;z,.7f,r:i{1_r7Jrtr'i))p-iji,j1Y}1:'(•Q,...;,/
ji14-;;-,r:i7�·ri71"·11r1·1ri'"'.::',(lf""/sitr'iJf'ri·17,.}�si�r'"'.::'�rif7

-;-::,sv,p7;;��.r�f1r-;;f,r:i7�•rif''i·�ff1•-J(f �,..:.,f'"''"'.::''r:ir,•1)tr'i1�r

�Q;t.,1,J-;;,-

1"�-:")-1�fl1,!� {4,f11rr {, _r ft ( �'1 "°{I _r :f11"�l;t1 _r �y.,-izj1);;tr 

j' ?f•:if' )11.rtf-:A·�Pi" )1:J11itr:ift;t1 r!,1"�1:11:(7'"'.::'''"'.::' )1j7.yrr 
;,,�-1r:inp,�7�,r,.r,r:i7J11.Ji r-;,�{]�f;'"'.::'irf'�-,J'lf'�r1ri,5'4 

� r��'11'.rfttr'?1Jif) Z'"�-;-::,�.rsienf'lri":t�z.1"·rff �"°Y.,,Jr'"'.::'

ifZ--f��rr}i'y::,J1�1.r1r:inp_i::,p'"k-1:i��-4Jz,1"1f'li-:")f;Y'j(Q?f �f',:{.;..:;. 
, "l ,..----) "' • 



.::.,!?>)/ � 01\t:;;_ •t. (Jl�JS J;1..��?IJ?.Y\t (;)�� f 7 if ( J �;ilf. J� ..J-'/"" ....fl
LJ1i.1J.::.,L#t.r•r-Lf1J,/.'v(;)l.1JJL01•rdt:::-r'M"df ,:-..if(�1J1�,j��-� 

_,i:_� t:::-�!;i/.'vL1JL1'1;{��Jyld1}..J/�Ol"� .. ?t:::-v!i:/-

if'PoJVt:::-oJV{.::.,Ll;,.�J,LVdV(;)1/d1}0JVt:::-o)VU�f ,:-...::.,.1J/S/1v1v!(;)�� 

h.1JV(;)1h}f s�)).J,v!�='IT'1'":"'�-J1,;�d1}r.,:-..b:.Jijj/..:J�dv(;)1(f..1.1Jl�I.Z 

-�;,thJJA/uy-(Jv(;)1 Li/ .... ,; �f�l;/;1;;1' L
4:' � "t ' .. 

�,�f�14k�J�J{S(;)1,.f£�J) J;2...v-1J�1(-{ u1Lu?.���lu£;\f u:,r

-ui..-flJ�=--()J�()k.k{ J}LuJ!1�La.::.,L�o��.2{�'J'j
. / 

,,l.1Jl�;:1d1}0�.1/.1Jl(;)l?....fLJyL ?1v1�,{ �1J,J.Et:::-()A�}�.1jL-{ u1
( • ,., ,, ,., e_ ' (" ..,_,{ • � .t ('�I (' ,/ J 

.. ,/ ,., (�1, i(;)lt:::-LI dV(;)l,...L)�(;)l,..J (.)J() .. JoJ->.�JI..F ·-UJ' i..,./ �UY-et::-� �lc.::.,Vlv ..... J
� .. . .. .. 

!i JdV(;)1 �.::.,� �if'PL(;)L� �J) J;U'J�, (.::.,L�(;)lt:::-� /OJji� LJ1'1;.1J.::.,f? 

-��)J,.1uf t:::-J�1�L

-;--1 i)S ui?S-;--L/,1;;f'J;;Jf t:;;_1;��;'-"d::-'J �� Jf .::.,1;1pJ _/�1-;--1 r,;)J. 

J�uu,.,.J.,....J ..... J,�;( 
4:'.... "t 

-� ,=(71('-"-;--1 J!�='� LJ,,,f{.1}/�,/?�1-;--1?.J;l;JloJL-;--1.1JI



r 

-;�1--:(12:[;!;fJv1 :� ?-f ��vL--:(1 �i��l?-.f\LJJ(Z1 ,��rf��t,}'I 
U't2:/Lf--?/IJ.1��11,:-�.1J?S�.11vtt.fi.t�vJ-tft,,:-�.1J/S?J!.,...f, 
...f, t � (/:! �P.1J, J.1 � Jv �1 if---?iJ:5 if-vi (if!�; }if J:,:- JJ1 �-'J ?S �.11vtt.f 
!;=�/ J.1� �;,.( 4,...1J�� ��t,}'l l}.)j_b,ri..Jt(1J(ol�.11v/v"(;Jf? t,}'l.1Jl'f-/lLJJ�

--:r'i.t�.1yPJ,=/.L('lf{�LP"S--:r1f�ft.1J.1J/���t,}'IU�''f-((if!iJ�Jf 
-�ct'J1£ v.o?vL' .. 



f7-='lA/1�lr:,fff�1�J1��·1,�7 i r"""?�(i(Q4�rS)1'rJ-
... .. � .. . .. .. .. ' .\ 

'""4?.)i;'fr ... ;,�,�,,;l,,.,r-='lr-ifff(rt')-vfr.ui�r'fff7(?= , (r-::,11'/' .. '(111 

� .. . ' 
l-;,�,�1l-1r-=' .. '(ff ;,1;11-::,-

�,�4r;,;,4.,r:;J'1r,/Y�rJ?ir;rJ�.r�r;;r-lA7f�v"T')'�r;7 
I A I� ( 

..
... .11,)r-7'.. 4 (.i'f) .fh J ( I �r vff' � �)5'1!:'1 (.i (G I r1 ("""'? ��, 11 """'?� I (.i ff f.' 

,.. ,.�.,.I· Y" .. "/ii ... ,) , .. 2 /,, .. ,. ., 
.. 

•• 
.. ('II 

-=��fr.iir.:nf,r-i7-1ir--:ry4�-=',r.i).,.�(Q�J47-J?r�r0,�rii;;�-
)�r;;11�t-QlAJv,,,,-,frf?)1,r-i�,�7,�r-:::,5-"1r",�;11�-i'1kr--r,r 
,�r�v"T·7�4:-1lAJ?��.r;,�7;--,r.i�,�1(·/"""?)1,�r;?-!.:n-!ffr lA

ih,.r.01riz,ir;,r:ry;r.,4r.ih-
ih f) ,r.i���) lr:, fff ,�r ;� ih ,t'(•/fi(r ){(��� 717-ri /@(�47 
�r,;vi r"""?�)7;r"""?�4(.i7ff1�,r.i�,�1(•/fi)i'(1J�(;4��-,(/J7r�z,;7 
j1E)r�r.r-f1)1/'iy7�(1r;�ihij.vi r;,�,��vi r"""?ff�) rry�,�,;.,r 
;� �Q�f r 1r}1�r ih9 r ,i'r' yrf.1ri� rt'J J�1:f1["1�r .:n-� ,-, ?*f'; �,,, 
}14�-='r4rih�lA}1�1�1�r1��7•1fri/@f7� G��jl7 .fh-;r, F�J.1rit 

;11�-,-:::,lA)f�v1"7--' .:n=,*f'"·�f �lAY��:n:rr�-,;,(1 ;,�,�,r.i?.ri 
-���7f r7:9 j14r .fh1.r1�f'frl'1(.iJl AJ �� Jf '<f fl A7� r �,�r ji 4

lAJYjy l(.ifff )rr.,r,� �r�,.,.r/i1 }"( 4r��flAY��:n:rr�--= �,� 

..... r .. � 
t'i C I I Ott I t .,! 
" " . ., .

"" 



.J.1l.P(li';-'{Ul�.,{JLJ�1i,)J'u/�.,{dv�1 Ji,JLJ 2�,

-7dv�1£ �f 4 �):,v.:f Ju. .. ef u,,.t

�/L�1f ef �):,v.:f Ju. .. J'u.,/.�}.i, ';-,-'-''�_;�,,. ';-' 
-v.:f�,J�AJJi.1-fi,� Ji:YdV�1 ��?J'/.�}�



1,=-!Jf-uVJ:u,S�1f ef�)=v.:fJ� .. ,0..1�,J:u,rL1';-, 
-,=-VV J�1�uv,v,{.1}d 

/'i-''v.1 ��L�uVJvdi l.1�.1Lui�,i� (�if ef �)= 
-V.:J(l{!/�'...ff!.fo.1�l�i.1-fi .JJIV.:JJ� .. ;.-L JJ.1JI

,:-t-Jr ,� u�) 2(.1.,, .,� : ... ;f ef �� =
Tactical Technology Collective 

..J ., ., ,.,. ,/ 
:v.:.o:t�dVdl D

https://immersion.media.mit.eduJlmyshadow.org 



'1 

f)j)Jlf-- (/JJ'(1;}7j/i;!? if �1 �uJJ'(�Lv.r LJ.:.-�v!�ALd�iju;.?�1(--:--' 

-v.tJf JJ'(� j �,�1�f-- jf-"'1;}7jo)V�u\�;i.f�LthJ�1(;�;)1v�f--

v'H-�t°} �.o?vLvlo1i J.h�l�Z:::....J�ld;,�,f)j/'/,_�tf �d;,(vl,,;1)1)J(l.(o)V 
... I .. • ... 

/L1�/ld1}j��-�v.iif}i}!1Jlo)vJ11H£../,.,-�c:df,.£./1l.J)11.:.-L�L 
"t ... ' .. • .. .. .. ... 

-v.7 Jf J.:.-L.F"o1'5J.,O�dli(./.bl.;;lo1Jl-v.t L� LJ �; JJ1U'k':':-1.o?lr.fu}11. . . 

�)..::,.,?�o)Vo1Jlf f,- j);i.f �.:.-�vlo1�f,- �J(.:.-�01f f--...:J11�.:.-�vlo)V
";

/, 

¥?"":f f-- Cf fi.f:01J11f-- �J�..J1( J,/J.fJ:r-�1Jt1.(u-1f f-- Cf fo1-fYiV.o?vLu-1jiJ 

;;/';- 1.o?L,f;1j1L/';- 1)11£)J£.:.-v1�;';- 1�v.7u�i.fu:1ifu-1-f--viJ!101J11 

.:.-JdJLi.fJv1)11v.7J1)UIJ�?JLi.f JL.:.-�';- 1jiJ�v!d'-v.1'L�LJ�oj1 

-v.7 J./ i.f �v(�)L11L1 v!



� �JPf.nl.:.,��/�ioJ-'f-JJ't.,JJlf.:.,��JlP!�'�'-ALCJL.:.,��lo.1v 
hJi;-fJlP!LfoJ{-->. .1Jf'(J_..::;J£�,�LJ'�1pCJ�1,f�J1p�oJ-�JJ;�1(J;.f 

.... . .. . ' . .. ' 

JlP!(vf}LJl.1Jl�tJ�CfL1�,f�J,Jh.1Jl�h}oJif�-t-;;t_/if-l;.,-v(j�_,,�,jiJl 
. ' .. .... ' . .. ... .. .... 

... 

-�CULJ;p,_,,v,L�tjL'tJJ..J_,,vi
' ... . ...

(liLYt.1J,L,JLYt{JdL�r�v''f- t-Yt('.h"islo)l:J�..fiv,jLJ'J'v/JdL�1v;,j 

�v�J�4;J}l:J;,sdvl:JL'f-CC�V-!L1i(v,i'f-CC�VJ..f�J(�1,v.7��Ll!:--(( 
..fi{J,t{L�1.;....1jL;k"iJ1(�{.1}i.Ji.;;k"iJiv)i.Ji,�L/loj-JJ;Kii�J.,:;,.J4 
if-�ij..1,,_/,i-1JYtL1�_.f j���h-.ir{-GJif-�4:-1�12...v'-'f-CC1�J}vJIJ 

��z:Jf'1JYtJ?.Y)J.1(J:t1ts1,)i�JcJJI..J�d-J�Y.1J/A..fi��4L,/J=i5, 
-vr JJ1J?.Y�......,J.1Lv;,j,..,;) 

.. -: 

)J.1-w .1JJ' .. 1:.,,:J......,,�l:JJH;,��,r;;;r;;j.Jj,/;J'VevJ'JJ,���;�L.1;H1.......;JL' .. ": .. • • .. .. "t • .... 

s�1fYtj�J�tj.:.,�vlft-v.7.1JJ'��lr�'f /,_1;)/.:.,�vloJ�L-il;-4:-'L-o/ 
:4�J'J�1;bvvvJ1JJ,L?,�-'f-,f;i_1;;f �v;,jL�� 



Kaspersky � 

AVG � 

Avast � 

Norton Antivirus � 

Avira � 

Sophos � 

:,;Kj:)L 
�efu,,.,.t{�;f�LL( .....ilL,J�)��frU2iJ_tf-,:-.(��('J;JVv�L'1}L 

r),j;JJ�v-u-1_4 L�LJtvJIJ.J/j;iL(Li�v.t L�j;}LL)'JIJ(Li-,:-.t.,�1fo._f1 

-v.1 L�J�o,;!J};J

,/ ... ,, ,/ J,. 
.. 

' r:: (' 

.. • . �. ( ,/ • ,/ J,. ( J, . (' ,L)'./fJ Trojan 4��(.ffJ)L)'./IJ0--1./oJV_,:r.. ,7 J��)J/U ·u;=J�l.--;=}Lo--f1L)J..i,t;'

)J���JLJ){V-d-v.12C)Ji{�!?Lj;JVl.--j;}LJ-'-v.T L�LJ1J/?�o,;!J worms 

)JIJ'f" ��/Jd'L -:r1 j;}L�-v.t J� j;}LL(l)I tJ' � L L���� J';k)JI(/. 

v'-v.1�',,;�LJPJ'...£.'L-:r1�v.t�fi.l�(-:r1LA)�)keyloggers (keystrokes 

2=-)�lf-:r'('-,:-.U)J/�if-J�,(j;}LJ-14{.:J;lP7_;(.J'�S-:r1.o?i..-.o?L./u-J1JJ,2... 

�Malwarebytes Jl)(].JJ�1(Spybot )JfMalwarebytes, Lavasoft, f v.T 

C,:-. J��j).,f'LJfiJJJ'� S-:r1 jiL�VJ�lj;JL�J-1.o?L./ Lavasoft 



1·, t5 � .a I e 5 , a Ii 1:..al ·, d 
'.# v .. . .. L ., 

":"'1j��j"-.1vL-;.J}-tf (-;--1 � v�f--1'? J(;))--f'�LJ'�/(;)?�,L-;--1 � V
-;--12...ifLf-,CC�VJ!���l_,/�;�IA,2(J(_,1f-- t"-'10J���Jl?�J(;;l�JJ1�..t1� 

cloud storage/�JV(;)1f f-,:-1!) Y-'J

,/ _Jh;f� 
U �, ..f.r.(�J(if-2...vlCloud storage' 

�;(lib"-;--14-.1jLv1_ J�vi-=.,.1,,_?JL1 (Jf
Dropboxi Google.1-'lf--t"�k-1hFJV (;)1 

-v.tJ�/G"!�sL-;--1 uk{�

-���1;;rv�:::....1J;zjJ' �;:::....,�/ 
, -:  � -:  -: 

, 

I 

' 

\ 

\ 

\ 

\ 

\ 

\ 

\ 

\ 

I 

I 

, 

,------

Jh;f� USB --f'�J(li�ji--f, 
�Sv,�.1sL'f:-)/Jr(}f..J)�J1 
2...vl,1).74:--J�lo)vl cloud storage

t"..t1J.1,,_?if-� >. 1;;fuf-=.,v,4 USB

iL�..t1if-iJ.1�o)-'-;--��(-?' # !.f � 
-�.1J;F 1 ... .,1-C. b" .... J' " � " . . 



,. 

�1.1, ?L�t;)�J'v.J1/Jd'i.f£.i/ J},.J)J7!_J,;:1,�1t..J.d.:.J L USB� !.AJj

L:;,�JJSu"'f {Ub::�'t;)�� ;.AJ,.:.-!?>.,1?1� J{v.7�)J,1 �.,iLh.i.ijft..J.i.1vL uss

.:.-b11J���'-f--t-fVL:;1ef LfJ.:�futt:,.Z.,v�,��fSUJA?,.z.ivi/.�,v.7 Lf 
!v.7)1,��-f--lfVJ.:�fd,it;)Ul41:J�ij,LJ;�fujJd'Ld,;�f v.7Li't..J.�)

u/...fl=f v.ti.f-11(1�.:.-�v'('-v.7 Lh1J}f":;"1�J�,L USBs�UJJ.,di�f":;"1(' 

:v.7 JfJJ�j��/":;"; U�-�uid\) lf J£J,11J�LLf L:;f,.JJ�J'f-- � 

_J,t.:.£�Jd'i.1,)Jlt../. USB i./f11J�LJ�-:-)Jv* 
-� LfJJ/�iLJ-l�i./JIJJ-1? USB��J�'AA*

:Jt,. 
���,�,f tijf,.;=IIJ�f--�f �":;",-f.' �j�lt../.ilAJ)�JJ_,a� USB�f�K=L? 

-���fll�L�' ., .. .. ., 

((�IHt../.&(?.v!';il)5(.)'J=-,f L.Ilv�ljJL�I US8JJU-(IJ55)��'H{�l;)/f�f
,,, 

)J,rv,u�Si.11,,jl)Suj)j)� �Li.11,JiSs)(ifb:Lvlt../.t;)Ltj)JfJ�,? 
-�?.Y"J.ZJ'�.:.-L,IPJu.Lu�

J.;:�i.1;,J�S(liJ?.Y"t../. ussSi.11().IivL�t..J.Jd'L j)�l)j�;J.;f ??.P��-:-"" 
_JtjP)J1���1"-)v�'l)j;n� )j,0,rJ�v) 

JiSs)(Jb:Lv0Lvt..t(Li.11L)1,J.4'Lv,fLf��,��t,j(,)'�Pyj),i.1, 
s��J!j�s)�)JP,i.�ui��ij��,��1,J/.v',..?;,_JJf���i,)ssASi.1, .. .. ., . ., ' 

-�LJ,.z�JviJ7.f.:.-LiPJ)vSi.1,Lf.::h,..,L)J,�!&.i�;-/,f
' .. . .. . . 

.v�1�;(ijl?d1iJ�-�JJl,y(({L'v.Jf�tp7J USB )JlilAJ)��IL?�-? 
/kjl)�l)J,�)f� us�1!J/vJjJL?{)}LJi;._'r-t-.ni./�11)v�Su�r 

-�ctfvJ�,�,t;),.!i4fjl)si.1v�)?.Yt;)�6,¥?�-'.nuiJ,11,;)i;J41.1,,�)



II 

v.1'3(0itgj;J.1.,v�?-�L111,��;J.1.,v�LgjL01f��J;,���v--(' 
� L.lct-'h�,�..1,�J_n4-.1jLJ;�f,;.V�iJ!;J.1.,vVJ:-'..:JvL,.,L.I hack�t°J1

���'r-vtr-,�Jlt1;;;.1.,v�.1,�..ft-��.lhack1Ji,,L.l-[.l/;;.1.,v�A.1.,, 
-v1J.IJ�1(y jvLLLf:J;J.1.,vL ... J.. .. ... . ... � 

--------------------· 
- .----,,=iiiiaiii......- ,..---• --- --- � 

� ------------ : !�J�,�.. , � ; � : 
1 tfi.fv-..1.,1(�.11,���J.1.,vLl_,;t i

1 t 
' � " 

\ -Su5����(:-, ____ /....._:.,,,__.:u{ ..... _'!-__ : __ U:_! ___ _____ _______ :·--------------
ur.,)u. .. i';-..1f ��J;,��Jv�-'r-�J1(�...f�Jt;>t.l;f..;1,..-Luy.,)J.1.,v�l;;' 
�0�Jfi/.f���S0,/,i.ff'r-.1)1��v.10�Jf�L.l;f;;.1.,v��u}1.,_A 
�f�).IJ;f�)�i,4��u/-'J-'r-CC�0�iffv,'r-J11v�L0,���?.S�1 _;;'r­

S i.;i,}iJ!'--}lr'--.1�'"? /, � f �Jk>�.l�fi (ii'{ �,/�LJ1 � 0�/�j � J. 
�1.1.,, Ji.iv viJ.-iv--v'�)f r� 'r-�0"-?J--iv--'--Jtr_J�u)vi.:01/ ii'{ 

-�J.1.,,;�2...'--.1�tvu�--i�ifv--J.' .. 
��;tfu.iiJ,.1.,,� L11J}o)Vb.v'�Jj.1-'v�U�L).'.11J.IL1;�,�v,1 Pass phrases

:(11�i)v,£Y jvLJ,� ... .cL�t-�11�t--;it.f..{.fu.1'_;;L�.. ... .. ' . . .. .
�ft11u�u.,.11J.f.r-�t\1�, *

11� J;�loJU�...u *... .. .. 
11�u_,.11;,.1_,V.,1;�,'--Y.L� *� 

u11,;ifJ,J1.1?1u11.l..!..-f�u.n?.11�1;�14-, *



,r 

J1,;J'�UYtLu.,)}f ;J�1u.,J1y�o.fv4-::.,L�J,.,LfL{Jo)ttldvi,J,j *
Yt,;J'�o_d.,Ji;.,.,�t�,-::.,�;Ju *

i.1..h,i#i.1,i..f..0Jr4tiLJt)'4'1{�(�.,,Ytdvii..t£))1 *
S£)J1f-=--L�:''f-�}--f'(L1;;1;//�ji.J�t!;;(J(�IJJ1) mnemonatic device

�_pf�)�;{l1J.7JJig,,-.,),�(�fi LvlA).,,��,.v.J'J/�i,�-,:-4-0 

-��!;;

Best friends don't ask for your password, they value your :,,1 )}LJl;-
1," 

privacy and understand the importance of digital security! 
b5D'@4up,tVURP&uti00S ,(�ui£�ji.J�(J::.i.11 

j;Jh>.'i 

� t-�J1._.e;:.,v;(1J1JiJ'.,( �,;JJ.,i./L U' lr,:;'fJ/2:! ��(loJU� JI 
' . 

.. .. � .. .. .. .. 

-,:-t-f Ytd vi i.f tf _f /�; (,.l, 1 

J,?.-'"?.,:-('.h{ �-f' :v..fJ�1(J}�4 Keepass iUYt��J1)JJ.,i./�oJ1)Ji 
v�:''f- t-Yt�J1JJ.,i./�J-'L�'J//�L,:- c=:lf i.f1;/ut,).,,'f- i.f r1;;2...L�i/;;).,i./� 

-��tYt,,i"JlrtJ.,11,?.--";,, j
' � ,' .. 

�'L-=J,.( JfjtJ�0-=--�i.Jli�JfJ�, (Keepassxef Mac 1) Keepass -=";Jj 
. . 

s�1;k1�Jh/i..tJ.,/ �,�,�,Ji-,:-�h.Pi..tt)rJ;f,1 USB U.::�Jv�S 
��>.tf�ji.J�Keepass�1-,:- C:Cf��Jv)...fi.JILYtLJJ;).,J�SJ)!' 

_(../..)-::.,LJl�LSi.11.tivLtfi.J',;).,,L� 
.. . . .



Two-Factor Authentication: 

�(l_�j(l;.a>tv!"-ALvi�i;/�1:,(-"'t;.-L./��v!"-)�L��_;).,)luiiL�1 
J.f._cc.;.o1l.[�;(1dvd1�,d;,J1,,-�,efj)�Jfi .,)�,-:-->.-,-d1.,,1�i;-1!}(v'�) 
J(i(J}/ d;,Ji,,-L_.1 i(.)1' JJ1d!_fv_.r__.,>.-�J� J1 Two-Factor Authenticationo.,...?()1' 

? • ": .. -: •  ' .  • .. 

J1�1�1/,_7t-tl;J1;ef L.ldtJvf�;(1�,/�1a.7t-��;/--f1�)j£.-;-',ui(�i 
L./�//Two-Factor Authentication/�, ;;v.7J�v!�1?.JJ)�{ �;(11��.,..,h�I::

--91�1{)u!A).,,v..r�i/.d;,(�,��102.,J:��;.:J.,11,-(vd,�l-,....t-�Vr')t,,-( 

-:-->.AJi,,....c-�.,1-ft�;;v.7'1)"-)/.J1,,-�,�1A--f1-u.1f,-J!6:.,f ef�):'v.!�;/ 

Login 

El,-.. -
Ill ··""" 

Enter Your Password 

-�t-�liif .,i;/_c,�_.1PlLi..1;;).,v�;;vrJ-"'dtJv_.1 
' . .,., .. ': ., - -: 

Two-Step 
Verification 

Ill········ 
n 
D 

Enter Verification Code 

Now your account has additional protection 
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Set-up 2 factor verification for 

Set up your phone Add a back up Confirm 

Tell us what kind of phone you use, and then you'll set up a way to get your verification codes 

Android 

Now open and configure google authenticator 
The easiest way to configure google authenticator is to scan the QR code 

1 In google authenticator, select Scan a barcode 
2 use your phone's camera to scan this QR code 

• 

When the application is configured, click Next to test it. 
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< "# Security 

SECURITY 

Login verification 
Verify all login requests to Twitter using 
this phone. 

Login requests 

Backup code 

2 
We've sent a login ve rir�ication request to your 
phone. 

Wl'len you recierv� req; e5ot. ar;:cei;it , by c i,;rn the r;:hetkmi;Jrt; bi.! on on ytiur phone 

You can alsD err er a bac c.ode 

r le d elp? PI s C nlact 

3 
Verify your phone 

We sent a text message to (201) 555-5559 with a code 

Enter verification code 

II 598236 II Verification codes are6dig�s long. 

• Back 
- Didn't get the code?
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BROWSER ADD-ONS 
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